TAGE-311: SCADA System and Applications
(2 Credits: 50 Marks)

Course Outcomes:

On completion of the course, students should be able to —

1| State the hasie leatures of SCADA, HMI

Levelup wiehitecture ol SCADRA und expluin the importance of SCADA in critical
infrastructure.

Analyze the theory and applications of SCADA

Develop projects with SCADA and HMI

Implementation of SCADA application.
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Course Contents:

MODULE -1: SCADA System (08 Hrs)

Introduction, definitions and history of Supervisory Control and Data Acquisition, typical
SCADA system Architecture, Communication requirements, Desirable Properties of SCADA
system, features, advantages, disadvantages and applications of SCADA. SCADA Architectures
(First generation - Monolithic, Second generation - Distributed, Third generation — Networked
Architecture),

SCADA systems in operation and control of interconnected power system, Power System
Automation (Automatic substation control and power distribution ), Petroleum Refining Process,
Water Purification System, Chemical Plant

MODULE —I1 : SCADA Protocols (07 Hrs)

Open systems interconnection (OSI) Model, TCP/IP protocol, DNP3 protocol, IEC61850 layered
architecture, Control and Information Protocol (CIP), Device Net, Control Net, Ether Net/IP,
Flexible Function Block process (FFB), Process Field bus (Profibus). Interfacing of SCADA
with PLC

Module — I'V: Project Development and HMI (08 Hrs)

Project Development: Creating Project , Screens project Configuration, Device Settings,

Communication Configuration and Defining Tags
Graphic Control: Planning Graphic Design, Screen Preparation and Navigation Control,

Graphic Elements and Libraries and Linking Objects with Tags




Other HMI Features: Tag Logging, On Line and Historical Trending, Alarm System —
Designing and Handling and Recipes- Designing and Handling, User Administration and
Transferring Project to HMI

MODUILFE - 11T : Yarions Case Studies on SCADA Applications (07 Hrs)

Case Study on Controlling Electrical Power System Network, Manufacturing Industries and
Waste Water Treatment and Distribution Plants

Module V: Tutorials, assignments and presentation based on Module I to IV
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