1. Network Security
	Course Code
	CSI524
	Course Title
	Network Security

	Number of Credits
	3 Credits (TH)
2 Credits (PR)
	Internal
	20

	Total Contact Hours
	3 HRS (TH/Week)
4 HRS (PR/Week)
	External (Semester/Term Exam)
	80


Course Objective:
To study the main security threats of communication networks. To establish certain security mechanisms that avoids or considerably diminishes these threats. To introduce modern cryptography techniques. To study specific cryptography techniques that guarantee security in certain applications (email, e‐commerce, web access, etc.). To introduce the most widely known standards for each case

Prerequisite:
Before attending this course, students must have:
Programming experiences in C/C++ or JAVA.

At Course Completion:
After completing this course, students will be able to:
· Explain concepts related to applied cryptography, including plaintext, cipher text, symmetric cryptography, asymmetric cryptography, and digital signatures.
· Explain the theory behind the security of different cryptographic algorithms.
· Explain common network vulnerabilities and attacks, defense mechanisms againstnetwork attacks, and cryptographic protection mechanisms.
· Outline the requirements and mechanisms for identification and authentication.
· Identify the possible threats to each mechanism and ways to protect against these threats.
· Explain the requirements of real-time communication security and issues related to the security of web services.
· Explain the requirements of non-real-time security (email security) and ways toprovide privacy, source authentication, message integrity, non-repudiation, p

Course Outline
Unit - 1:
Introduction, Security Concepts, Threats and Risks, Attacks – Passive and Active, Security Services, Confidentiality, Authentication, Non-Repudiation, Integrity, Access Control, Availability. Security attacks, Unauthorized Access, Impersonation, Denial of Service Malicious Software, Viruses, Worms, Trojan, spyware

Unit - 2:
Access Control Models, Bell-LaPadula, Biba Integrity Model, Role Base Model. Cryptography: Secret Key and Public Key Cryptosystems: Cryptanalysis and attacks Symmetric Ciphers, Block Ciphers and Stream Ciphers: DES, Triple DES, RC4 and RC5, Cryptographic Modes, RSA., Deffie Hellman key exchange Message Authentication: MD5 and SHA 512 Public Key Infrastructure (PKI): Digital Certificates , Certificate Authorities

Unit - 3:
Network Attacks: Buffer Overflow, IP Spoofing, TCP Session Hijacking, Sequence Guessing, Network Scanning,ICMP, TCP sweeps, Basic Port Scans Network Security: Objectives and Architectures, Internet Security Protocols, IP encapsulating ,Security Protocol Virtual Private Network: concepts, PPTP, L2TP

Unit - 4:
Web security Consideration: Secured Socket Layer and Transport layer security, Secured Electronic Transaction (SET) and Secured Mail: Pretty Good Privacy (PGP), S/MIME Network Security Authentication Mechanisms: a) Passwords, b) Cryptographic authentication protocol, c) Smart Card, d) Biometrics) Digital Signatures and seals, f) Kerberos, g) X.509 LDAP Directory

Unit - 5:
Intruders, Intrusion Detection and Prevention, Firewall: Firewall Design Principles, Firewall Characteristics, Types of Firewalls: Packet Filtering Router, Stateful Inspection Firewall, Application Level Gateway or Proxy, Circuit level gateway, Bastion Host Firewall Configuration: Screened Host Firewall System, Screened Subnet Firewall System. Cybercrimes: Crimes against the computer, Crimes using a computer, Indian IT Act 2000: Objectives, Provisions, And Offenses.

Reference Books:
1. Network Security Essentials, William Stallings, Prentice-Hall.
2. Fundamentals of Computer Security Technology, Edward Amoroso, Prentice-Hall.
3. Cryptography and Data Security, Dorothy E. Denning, Addison-Wesley.
4. Computers under Attack, Peter J. Denning, Addison-Wesley.
5. Cryptography: Theory and Practice, Douglas R. Stinson, CRC Press.
6. Computer Crime and Computer Forensics, Dr. R.K.Tiwari,P.K.Sastri,K.V.Ravikumar, First Edition, 2002,
7. Select Publishers
8. Computer Security Gollmann, Dieter, First Edition, 1999, John Wiley & Sons Ltd.

Lab Exercise:
CSI560 Practical based on CSI524: Lab exercise will cover the program related to each unit.
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