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Objective: To learn various techniques to secure information while traveling through different communication mediums


Prerequisite: Student must know basics of data communications, protocols, and concepts of computer networks

UNIT I:
1 ‐ Overview

2 ‐ Classical Encryption Techniques
3 ‐ Block Ciphers

UNIT II:
4 ‐ Advanced Encryption Standard
5 ‐ Confidentiality Using Symmetric Encryption
6 ‐ Number Theory

UNIT III:
7 ‐ Public‐Key Cryptography and RSA
8 ‐ Public‐Key Cryptosystems
9 ‐ Hash Algorithms

UNIT IV:
10 ‐ Digital Signatures
11 ‐ Authentication Applications
12 ‐ Electronic Mail Security

UNIT V:

14 ‐ Web Security
15 ‐ Intruders
16 ‐ Malicious Software
17 ‐ Firewalls

Textbook

1. The official course text is Cryptography and Network Security: Principles and Practice; Second Edition . By William Stallings, Prentice Hall, Hardcover

2. Network Security Essentials : Applications and Standards by William Stallings. Prentice Hall, Hardcover, Published November 1999, 366 pages, ISBN 0130160938

References:
· Cryptography: Theory and Practice by Douglas R. Stinson, CRC press, hardcover.

· [bookmark: page63]Secrets and Lies: Digital Security in a Networked World by Bruce Schneier John Wiley, Published August 2000, 412 pages, ISBN 0471253111.
· A Course in Number Theory and Cryptography (Graduate Texts in Mathematics),(Hardcover) by Neal Koblitz Number theory with computer applications, by Ramanjuachary Kumandari and Christina Romero (1998)
· Get details of threats to information and system security. Discuss Virus, worms, Trojans etc in details.

· Study any library for packet tearing and packet sniffing.
· Implement Generic Cipher, Fiestal Cipher and DEC
· Implement Packet Sniffing using the library studied in Assg No 2

· Study of Firewall
· Implementing firewall in Windows server/ Linux Server

Lab Exercise: CSI56 Practical based on CSI503
At least two experiments should be carried out on each unit.
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