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Abstract

Keeping computers secure is becoming challenging as networks grow and new network-based
technologies emerge. Cybercriminals' attack surface expands with the release of new internet-enabled
products. As many cyberattacks affect businesses' confidentiality, availability, and integrity, network
intrusion detection systems (NIDS) show an essential role. Network-based intrusion detection uses
datasets like CSE-CIC-IDS2018 to train prediction models. With fourteen types of attacks included, the
latest big data set for intrusion detection is available to the public. This work proposes three models,
two deep learning convolutional neural networks (CNN), long short-term memory (LSTM), and Apache
Spark, to improve the detection of all types of attacks. To reduce the dimensionality, random forests
(RF) was employed to select the important features; it gave 19 from 84 features. The dataset is
imbalanced; thus, oversampling and undersampling techniques reduce the imbalance ratio. The
Apache Spark model produced the best results across all 15 classes, with accuracy as high as 100% for
all classes, as seen by the experiments' findings. For the F1-score, Apache Spark showed the highest
results with 1.00 for most classes. The findings of the three models showed outstanding results for
multiclassification network intrusion detection.
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Figure 1 Framework for
the proposed system.

 

Figure 2 Important
features by random
forest.

 

Figure 3 Framework of
Spark.

Figure 4 CNN
performance plots.

 

Figure 5 LSTM
performance plots.

 

Figure 6 Time of training
and evaluation.
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